

	
3GPP TSG-SA3 Meeting #106-e 	S3-220388
e-meeting, 14 - 25 February 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.851
	CR
	0001
	rev
	-
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Reference to symmetric channel delay clause

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	S3

	
	

	Work item code:
	FS_IIoT_SEC
	
	Date:	Comment by John MEREDITH: Format yyyy-MM-dd.
	2022-02-25

	
	
	
	
	

	Category:
	D
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	MCC Edithelp remark, unclear reference

	
	

	Summary of change:
	Update X.2 to C.2 reference

	
	

	Consequences if not approved:
	Unclaritiy in spec

	
	

	Clauses affected:
	C.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	





***** START OF CHANGES

[bookmark: _Toc90369296]C.3	Delay attacks on time synchronisation messages
An attacker having the possibility to delay packets, e.g. via ARP spoofing (Ethernet), BGP hijacking (IP) or a compromised in-path device or clock, can introduce an asymmetric delay (i.e. different delay for master to slave and slave to master). This delay can be deterministic or random. 
There are two types of such asymmetric delay attacks: asymmetric selective message delay and asymmetric channel delay attacks: 
-	In asymmetric selective message delay attacks, the attacker performs traffic analysis to identify specific synchronization messages to delay. Typically, the "Sync" message for master to slave or the "delay request" messages for slave to master are delayed. For this attack, an attacker needs to perform traffic analysis to identify the synchronization messages for delay.
-	In asymmetric channel delay attacks, messages transmitted over the full channel are delayed in one direction. Due to this, the PTP offset calculation becomes wrong and the clocks could start to be not synchronized properly anymore.
The impact of these attacks can be DoS, accuracy degradation and false times being synchronized.
In contrast, if synchronisation messages are symmetrically delayed as described in clause CX.2, an attacker delaying by purpose cannot degrade accuracy, because the same delay happens in both directions. 


***** END OF CHANGES

Page 1







